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MobileIron
Enterprise Mobility Management

Mobile technology has changed the way we communicate, collaborate, and become 
productive in the modern enterprise. MobileIron enterprise mobility management (EMM) 
enables your employees to enjoy seamless access to business apps and data through 
secure mobile devices, desktops, and cloud services while still maintaining complete 
control over their privacy. This is made possible via the combination of three underlying 
technologies:

Faster Employee Onboarding. Increased Productivity.
Secure and manage everything users need to be productive on any Android, iOS, macOS, 
or Windows 10 mobile device or desktop. If a mobile device or desktop is ever lost or 
stolen, or if an employee leaves the company, you can remotely wipe or retire the device.

Challenge

Securing and managing mobile devices, desktops, 
apps, and content using a single, comprehensive 
solution

Solution

MobileIron enterprise mobility management (EMM)

Benefits
•	 Offers on-prem or cloud-based deployment 

options

•	 Secures mobile devices, desktops, apps, and 
content

•	 Integrates with on-prem enterprise services like 
LDAP directory and enterprise email

•	 Leverages the most trusted mobile IT cloud 
service, with SOC 2 Type 2 audit and operational 
transparency

Security Standards and Certifications*
•	 Common Criteria Certification

•	 CSA STAR

•	 CSfC

•	 DISA STIG

•	 EU-US Privacy Shield

•	 FedRAMP Authority to Operate

•	 FIPS 140-2 Affirmation

•	 SOC 2 Type II

About MobileIron

MobileIron provides the secure foundation for 
companies around the world to transform into 
Mobile First organizations. For more information, 
please visit  www.mobileiron.com
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Secure access
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Docs@Work: 
 Secure files
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https://www.mobileiron.com


Feature Highlights 

Mobile Device Management (MDM)
•	 Support for Android, iOS, macOS, and 

Windows 10

•	 Audit trails 

•	 Over-the-air provisioning

•	 Role-based access

•	 User and device group-based actions

•	 Delegated administration

•	 Directory services AD/LDAP

•	 Certificate authority

•	 BYOD controls and end-user self-service

•	 Dual iOS MDM profiles

•	 Zebra Technologies ruggedized Android device 
support

•	 SAML 2.0 support

•	 Cisco Identity Services Engine (ISE) integration

Mobile App Management (MAM)
•	 Application security and access control

•	 App inventory – global and per device

•	 App catalog with featured apps, user ratings, 
and reviews

•	 App container for data-at-rest encryption

•	 Single sign-on for apps in catalog

•	 Silent app settings configuration

•	 App policy control to prompt install; restrict 
open-in, copy/paste function

•	 Per-app VPN with Tunnel

•	 Custom branding

•	 App reputation integration

•	 MAM-only option

Mobile Content Management (MCM)
•	 Secure content repository on device

•	 Selective wipe of content repository

•	 Policy control to restrict open-in, copy/paste 
function

•	 Silent push publishing of content to devices

•	 End-user notification on updated content

* Contact your MobileIron sales representative if questions regarding security and certifications for on-prem verses cloud-based EMM deployments.

Secure, conditional access 
control for cloud services such as 
Microsoft Office 365, Salesforce, 
G Suite, Box, and others.  
www.mobileiron.com/en/access

Comprehensive, dashboard-
based solution that allows you 
to maintain the health of all your 
mission-critical MobileIron EMM 
components.  
www.mobileiron.com/en/monitor

Leverage existing Group Policy 
Objects (GPO) scripts to enable 
granular security and management 
of Windows 10 PCs. 
www.mobileiron.com/en/bridge

MobileIron Enables Your Modern, Mobile Enterprise

Mobile Security Silver Gold Platinum

On-prem and cloud-based EMM deployment options

Sentry is an inline gateway that manages, encrypts, and secures traffic 
between the mobile device and back-end enterprise systems. 

Apps@Work is an enterprise application storefront that manages both in-house 
developed apps and third-party business apps that can be delivered to users.

AppConnect is a secure business app container with app-specific VPNs for 
AppConnect-enabled apps.

Email+ is a secure mobile productivity apps package that includes email, 
contacts, calendar, and tasks for iOS and Android devices.

Docs@Work enables you to access, annotate, share, and view documents 
across a variety of email, on-prem, and cloud content management systems.

Web@Work is a secure enterprise mobile browser that enables end users to 
access internal web resources quickly and easily.

Manage macOS desktops across the entire lifecycle: provisioning, 
configuration, security and control, application deployment, monitoring and 
compliance, and end-of-life.

Help@Work allows users to share their screens with a help desk agent for 
more efficient troubleshooting and faster problem resolution.

Tunnel provides per-app VPN capabilities so that you can authorize specific 
apps to access corporate resources behind the firewall without any end-user 
intervention.

MobileIron Monitor is a comprehensive, dashboard-based solution that 
allows you to maintain the health of all your mission-critical MobileIron EMM 
components.

ServiceConnect Integrations enable you to streamline IT workflows with the 
MobileIron App for Splunk Enterprise and integrations with ServiceNow.

MobileIron Bridge allows you to leverage existing Group Policy Objects (GPO) 
scripts to enable granular security and management of Windows 10 PCs. 

Add on SKU, requires MobileIron 
EMM bundles

MobileIron Access provides secure, conditional access control for cloud 
services such as Microsoft Office 365, Salesforce, Google Apps for Work, Box, 
and others.

Add on SKU, requires MobileIron 
EMM bundles

With one app, enterprises 
can protect company data by 
detecting and remediating known 
and zero-day threats on the 
mobile device, and no need for 
users to take any action.  
https://www.mobileiron.com/
en/threat-defense

http://www.mobileiron.com/access
http://www.mobileiron.com/monitor
http://www.mobileiron.com/bridge
https://www.mobileiron.com/en/threat-defense
https://www.mobileiron.com/en/threat-defense


Learn more

At Insight, we’ll help you solve challenges and improve

performance with Intelligent Technology SolutionsTM.

Work smarter.

https://www.insight.com/en_US/buy/partner/mobileiron.html

